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whoami

Bc. Josef Jebavý
Linux admin
Vývojář SW a IoT
Člen Geeklab a OpenStreetmapCZ. Přı́znivec OpenAlt
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Ukládánı́ hesel

Jak ukládat hesla

Soubor

Nástroj

Šifrovánı́
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Disk

Na disku
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TrueCrypt

Audit...

Na webu šifrovacı́ho nástroje TrueCrypt se před nedávnem z ničeho nic objevila
zpráva: končı́me, přejděte na BitLocker.

Přestože jsou zdrojové kódy veřejné, TrueCrypt obecně nenı́ považován za
svobodný software.
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VeraCrypt

Fork TrueCrypt
OS: Win, macOS, Linux
Licence: Apache, VeraCrypt licence
https://en.wikipedia.org/wiki/VeraCrypt
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Šifrovaný disk

LUKS
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Soubor

V souboru a ten šifrovat pomocı́ GPG (Gnu Privacy Guard)
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Bezpečnost a pohodlı́

K tomu určený nástroj

Správa
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Správce hesel

Správce hesel = trezoru

Centrálnı́

Bezpečnost

Dobrá použitelnost

Integrace

Generovánı́ hesel

Sdı́lenı́: moje zařı́zenı́, tým
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Linux správce hesel

KDE - KWallet
GNOME - GNOME Keyring
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LastPass

Úložiště online

Podpora různých prohlı́žečů

Různé OS

Licence: Freemium

https://en.wikipedia.org/wiki/LastPass
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Enpass

Ukládá šifrovaný soubor do cloudu

Cloud dle vlastnı́ volby

OS: Win, macOS, Linux, Android

Licence: Freemium

https://en.wikipedia.org/wiki/Enpass
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Keepass

Pro Win

Portace: Linux, MacOS, Android

Licence: GPL

https://en.wikipedia.org/wiki/KeePass

Lokálně uložena v šifrované databázi
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One Password

OS:TODO

Licence: TODO

https://en.wikipedia.org/wiki/1Password

Ukládánı́: TODO Oblı́bený u firem
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Opensource

Opensource Proč? bezpečnost!
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Bitwarden

https://en.wikipedia.org/wiki/Bitwarden

https://bitwarden.com/

Bc . Josef Jebavý Správce hesel Bitwarden

https://en.wikipedia.org/wiki/Bitwarden
https://bitwarden.com/


Bitwarden - vlastnosti

Centralizované

Client

Server - můžete mı́t vlastnı́ server

Opensource

License: GNU GPLv3 a AGPLv3
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Bitwarden - funkce

Generovánı́ hesel

Správa učtů s hesly

Sdı́lenı́ v rámci skupin např firmy.

Two-factor authentication (2FA)

Command-line tools (CLI)

Sdı́lenı́ mezi zařı́zenı́mi

Šifrovánı́ databáze hesel
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Bezpečnost uloženı́ hesel

Po ztrátě hesla nejde obnovit, což napovı́dá, že data asi budou uložena na
serveru bezpečně.

End-to-end encrypted password storage
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Dalšı́ funkce

V rámci placené služby:
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TOTP

TOTP přı́mo v Bitwardenu
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Přihlášenı́ pomocı́ HW klı́če

Ověřenı́ přihlášenı́ do trezoru pomocı́ HW klı́čenky. (Např Yubikey)
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Analýza hesel

Analýza slabých, pře-použitých a uniklých hesel
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Jak probı́há analýza?

Jak probı́há analýza?

Hash hesla

Půlka heše, služba k němu dohledá z DB přı́slušné uniklé prolomené, to se pošle
zpět klientovi

Klient porovná

Heslo ani celý hash se nikam neposilá
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Bezpečnostnı́ audit

Třetı́ strana udělala bezpečnostnı́ audit.

Bitwarden Completes Third-party Security Audit
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Platformy

Linux, macOS, Windows, Android, iOS ...

Klienti pro Chrome, Firefox, Android ....
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Plaformy
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Sdı́lenı́

Heslo pro službu založı́te na jednom PC a máte ho k dispozici na jiném PC s jiným
prohlı́žečem a také na telefonu s Androidem nebo iOS.
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Export

Exportovat jako json- čitelný textový soubor- ideálnı́ k zálohovánı́

Zálohu zašifrujte pomocı́ např GnuPG!
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Použitı́

Možno použı́t veřejnou instalaci - základnı́ použitı́ zdarma

Hosting: Microsoft Azure

Vlastnı́ běh instance: Docker
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Bitwarden web login
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Bitwarden web správa
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Integrace

Integrace do prohlı́žeče
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Bitwarden login
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Přihlášenı́ pomoci Bitwardenu
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Vytvořenı́ loginu
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Genrátor hesla
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Bezpečnost

Android blokace: zobrazenı́ náhledu,dělánı́ screenshotů

Export jen po zadánı́ master hesla
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Odkazy

https://bitwarden.com/

https://github.com/bitwarden
haveibeenpwned.com - databáze uniklých učtů s hesly
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https://bitwarden.com/
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bezpečnost pohodlı́ a sdı́lenı́
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Kontakt

Web: http://www.josefjebavy.cz

Dalšı́ zdroje můj YT kanál https://www.youtube.com/c/josefjebavy

Email: email(at)josefjebavy.cz
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Dotazy

Dotazy ?
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